
r 

BlackRidge 

TECHNOLOGY 



Investor Presentation 

November 2010 



BlackRidge Technology 


BlackRidge 




TECHNOLOGY 



■ We are the inventor and producer of patented Transport Access 
Control technology, TAC 

■ Entering our third year of business in 201 1 

■ Operations in San Jose, California and Reston, Virginia 

■ Positioned for a growth year in 201 1 with forecasted $10m in revenue, 
and booked contracts of $6. 1m 

■ Funded by internal resources, development contracts of $5. 7m and a 
bridge loan of $1.3m 

■ Acquired Mach 1 Development, a federal contractor in Q4 2010 

■ Raising an "A" round of $3-5m in Q4 2010 
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BlackRidge: What, How and Why? Borage 
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What: BlackRidge TAC creates a Chain of Trust which spans public 
and private networks. 

How: Transport Access Control (TAC) provides strong 
authentication of the sender's identity every time a connection is 
attempted to a network resource. 

Why: Today's network security must be able to traverse multiple 
administrative domains (enterprise, cloud, service provider), 
requiring an end-to-end solution. 

TAC provides strong end-to-end authentication for today's mobile 
devices and applications connecting to datacenter, cloud and 
dynamic service provider resources. 
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Experienced, talented team in place 

TECHNOLOGY 



Bob Graham, CEO 

Excellent entrepreneurial track record. Senior Exec and CEO positions. Adaptec, Sun 
Microsystems, MSL, Ridge Technologies, Digital, others. Four successful start-up exits. 

John Hayes, CTO 

Broad network, systems, storage and security background. Alteon WebSystems founder 
($7B+ exit to Nortel) 

Gene Skiba, VP Sales and Business Development 

Broad network and security background including Alteon, Nortel, F5 and several start ups 

Jay Wright, CFO 

Former investment banker and senior executive at multiple government & tech companies 
Bill Billings, President, BlackRidge Government 

Chief Security Officer for major software company 
Paul Greene, CTO BlackRidge Government 

Managing Partner, Mach 1 Development. Sr. Engineer Unisys, CSC and others 
Dr. Chris Hamlin, Chief Scientist 

CTO at LSI Logic, Western Digital, Ridge Technologies 
Bill Huber, VP Engineering 

Emulex, Stonefly, Nishan Systems, 3Com 
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Patented TAC authenticates traffic from 
the first packet; existing products do not 
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Blocks unauthorized 
connections and 
network scans 

Preserves data/content tcp 



Client 



Server 



privacy 

Low, deterministic 
latency 

Highly Scalable for 
cloud computing 

Policy-based, real-time 
redirection of 
unauthenticated 
traffic 

Integrates into existing 
environments 



Session 
setup 



Data 




TCP Packets 



First Packet 
Authentication 
occurs before 
connection is 
established 



Conventional 
TCP/IP 
authentication 
occurs after 
connection has 
been established 



November 2010 



BlackRidge Technology Inc. 



5 



TAC Enhanced TLS closes 
authentication gaps 
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TLS is vulnerable to Man- 
In-The-Middle attacks 
during session initialization 
and renegotiation 

Attacker substitutes PKI 
certificate. Attacker's cert 
not detected by TLS server 

TAC can provide an 
additional certificate 
authentication vector to 
close authentication gap 

No changes to TLS or PKI 
standards, uses existing 
x.509 certificates and 
smartcards 
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setup 
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Session 
setup 



TLS 

Secured 
Data 




TAC Token 

received, 

TAC Identity 

validated 

on first packet 

Client PKI 
Certificate 
received and 
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Client PKI 
Certificate 
authenticated 
against 
TAC Identity 
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TAC Complements Existing Technologies 
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BlackRidge TAC fills existing security gaps across the 
transport layer and our product roadmap integrates 
^ session authentication with content authentication 
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Existing technologies 



BlackRidge foundation 



BlackRidge roadmap 



Intellectual Property 



- TAC 

First Patent granted in 2005 
Additional patents filed in 2005, 2010 
Expect next patent grant in late 2010/early 201 1 
Additional TAC patent applications in progress 

■ Identity, Security and Integrity 

4 Pending applications for securing Intermodal Transport 
using RFID, filed in 2009, 2010 

Additional RFID patent applications in progress 

Systems identity and integrity patent application in progress 

Additional patent applications anticipated 
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Product Milestones 
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■ Completed extensive testing of core systems at two customers using 
Alpha release 

■ Beta release in Q4 will support implementations at customer sites 

■ Release 1 .0 will ship in December to selected customers with 
immediate security needs and to gain product experience 

■ Enterprise wide installations begin in Q2 201 1 for key customers 

■ Release 2.0 planned for Q3/Q4 201 1 and will be enterprise ready 
Customers using 1 .0 will be upgraded 
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Our Markets 
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Federal Market 

Tactical environment; network access control and identity management 
Data Protection and segmentation 
Client communications and access control 

Commercial Market 

Chain of trust for supply chain applications 
Chain of trust for industrial automation systems 
Data protection for entertainment and high value IP 
Chain of trust for payment systems 

201 1/12 market development areas: 
Mobile and Wireless security 
Enterprise protection 
Cloud security 

Data protection and segmentation 

Client integration; RFID, Software signature, systems signature, CAC cards, others 
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The information security market has 
ample room for TAC 
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U.S. Federal Market 

■ $0.5B from DoD budget 

■ $0.625B Federal Budget 
(ID Access Management + 
Network Security) 

■ $0.5B of CNCI budget ($3.6B 
total CNCI in 2010) 

■ $0.5B from IC and Federal 
Civilian agencies 

*Source - Robert Lentz Former ASD/NII Information Assurance Director 



INPUT 



U.S. Gov't spending to 
secure military, intelligence & 
other agency networks will 
be $10.7 billion by 2013 




Government Total Addressable Market ~$2.1 B 
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The information security market has 
ample room for TAC 



A 

BlackRidge 

TECHNOLOGY 



Commercial Market 

■ Defense Industrial Base 

Top 40 DIB - 40 x $500,000= $ 20M 
Total DIB - 4000 x $100,000 = $400M 

■ Higher Education, Global 

8000 universities x $50,000 = $400M 

■ State, County & Local Gov't 

1000 x $50,000 = $50M 

■ Global 3000 Enterprise 

3000 x $500,000 = $1500M 



Gartner 

Web security: (2008 est.) 

■ $1 .5B overall market value 

■ 68% average growth rate 

Network intrusion prevention: 

■ $1.1 B market (2008 est.) 

■ 11 .7% average growth rate 



Enterprise Total Addressable Market ~$2.4B 
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First customer and joint launch in Q1 

Product in test with CACI since Q3 2009 

CACI launched the product March 

CACI starts internal install in Q4 

Integration into CACI tactical mobility 
product Q1 -2 2012. 

First Federal commercial demonstration contract of 
$1.2M starting in Q3 with deployment in 2012 

Army product acceleration contract of $4. 5m starting 
Q1 2011 for deployment in 2012 

Unisys Contract of $400k starting in Q4 2010 with 
the acquisition of Mach 1 

Product launch with Delta Tech to federal market in 
Q3 201 1 supporting tactical systems, with 
deployment in 2012 

Additional development contracts under discussion 
with agencies and others for 201 1 . 



In partnership discussions with: 

■ Oracle 

■ SAP 

■ Juniper 

■ Cisco 



Federal customers requesting product for 
evaluation in Q4 

■ SecureForce 

■ ManTech 

■ Northrop Grumman (multiple programs) 

■ NASA 

■ Lockheed 

■ SAIC 

■ BAE 

■ SRA 

■ Others 
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PharmaTech Associates to launch product to the 
Pharmaceutical market in Q1 . 

Product in test since Q2 2010 

Target market: Supply chain management and 
data protection. 

Silicon Map to launch product at Storage Visions, a 
media and entertainment conference, in January. 

Target market: Data and device protection 

Sales organization in place in Q4 for specific market 
segments: 

Financial markets with a focus on payments 
management and data protection 

SCADA and Industrial automation 

Sales staff located in key markets: 

■UK : Financial Markets 

■LA: Entertainment 

■San Jose: Automation and Supply Cain 
■New York: Financial Markets (201 1 ) 
■Nevada: Gaming Markets 



Commercial customers 

Pharma Tech (test units installed) 

■ LF Gaming - Proposal 

■ Visa - Use case analysis 
Citi Group - Awaiting lab gear 
Wells Fargo - Awaiting lab gear 
Sony Entertainment 
Electronic Arts 
Others 
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Product Roadmap is Comprehensive 
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Financial Overview BlackRidge 

TECHNOLOGY 

Release 1.0, basic functionality will be in Q4, 2010. Full function for enterprise Release 2.0 in Q3-Q4 2011. Customers 
will begin install with 1 .0 and upgrade to 2.0 in later half of 201 1 . 

Custom solutions revenue: DoD starts on Aug. 2, 2010 with $526k revenue in Q4 and a total contract of $1.1 6m. Mach 
1 /Unisys revenue starts in Q4 at $100k per quarter, with contracts of $400k in place. 2010-201 1 DoD Contract is 
90% gross margin vs. normal business of 50% Gross Margin. US Army contract starts in Q1 201 1 for five quarters. 

$1.3 raised in Bridge Financing Round from value added angel investors including executives or former executives from 
Oracle, SAP, D-Tech Labs, SecureForce and others. 



The company is raising as additional $3 to 5 million in Q4 2010 from additional strategic angel investors to take 

advantage of the 0% capital gains rate on long term investments in small businesses which expires 12/31/10. ($4m 
is used in the financial statement.) 



A "B" round of $1 0m is planned for late 201 1 . 



The company acquired Mach 1 Development in Q4. This gives the company a government contracting capability and 
facility clearance, as well as Unisys and key agencies as customers. This acquisition is slightly accretive to the 
company's cash flow in both 201 0 and 201 1 with existing customer sales of $500k in 201 1 . ($400k is in contract.) 



The company expects to be cash flow positive in 2012. Detailed Financials are available in a separate package. 



November 2010 



BlackRidge Technology Inc. 



16 



Financial Overview 

Income and Cash Flow (Starts with Company's third year of operations and includes Mach 1) 
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Total Expenses 


728 


10,270 


20,784 


37,275 


52,283 


71,652 


EBITDA 


(143) 


(2,414) 


2,973 


11,649 


18,564 


27,312 


EBITDA % 






10% 


20% 


23% 


24% 


Cum Cash Flow Operations (EBITDA Only) 


(143) 


(2,507) 


466 


12,115 


30,679 


57,991 


Balance Sheet Related 


(118) 


(817) 


(4,729) 


(8,324) 


(7,937) 


(10,498) 


Total Cumulative Cash Flow - Post Financing 


1157 


1,975 


7,713 


11,037 


21,664 


38,478 
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For further information Contact: 

Jay Wright, CFO 

iwriqht(a)blackridqe.us 301-524-4759 

Bob Graham, CEO 

bqraham(a),blackridqe.us 408-391-7473 

Headquarters & Government Office: Reston, Virginia 
Engineering Center: San Jose, California 
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